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Sophos Network Detection and Response

Identify Suspicious Behavior Beyond Your Endpoints
What is Sophos NDR?
Sophos Network Detection and Response (NDR) uses machine learning 
(ML), advanced analytics, and rule-based matching techniques to monitor an 
organization’s network traffic and detect suspicious activity.

When added to Sophos MDR and combined with other security telemetry, NDR 
helps to paint a more accurate picture of the entire attack path, enabling a faster, 
comprehensive response to cyber threats.

Network Traffic Behaviors
Sophos NDR monitors network traffic for behaviors like:

 Ì Connections from an unknown device 

 Ì Data uploaded during a remote session 

 Ì Increased use of proprietary data files 

 Ì Network sessions generated by malware families

Behaviors Link Risks and Threats
Advanced attackers evade detection but must move across the network to carry out 
a cyberattack. Sophos NDR identifies:

 Ì Unprotected Devices – identify legitimate devices that 
aren’t protected and could be used as entry points 

 Ì IoT and OT Sensors – monitor data to and from unprotected IoT/OT devices 

 Ì Rogue Assets – pinpoint unauthorized, potentially malicious 
devices communicating across the network

 Ì Zero-Day Attacks – detect server command-and-control (C2) 
attempts based on patterns found in session packets

 Ì Insider Threats – gain visibility to network traffic flows and 
“normal” data movement from inside an organization

NDR Discovery Questions
 Ì Do you currently have any devices without endpoint protection, 

like devices in a lab, POS terminals, or IOT devices?

 Ì Do you monitor network traffic behind your firewall?

 Ì How are you monitoring internal user behavior? 

 Ì How are you monitoring “normal” data movement?

 Ì Do you regularly conduct asset discovery across your network? 

 Ì Can you identify new or rogue systems on your network?

 Ì Do you have visibility into encrypted traffic across your network? 

How is Sophos NDR Different from Other NDR Solutions?
Sophos NDR is a virtual appliance that connects to TAP/SPAN capture and analyzes 
network flows. It provides:

 Ì 5 independent, real-time detection engines 

 Ì ML technology that identifies malware in encrypted traffic

 Ì Domain generation algorithm (DGA) detection without requiring threat intelligence

 Ì Risk analytics to detect abnormal traffic patterns that warrant investigation

 Ì Alerts that are correlated with other security telemetry as part of Sophos MDR

Sophos NDR is a native Sophos MDR integration, so it readily connects and does not 
produce excessive noise, mis-matched risk scores, or require time to establish a 
baseline. 

The price of Sophos NDR is based on the total number of users and servers in an 
organization. Virtual appliance software is included with the license.


